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Executive Summary 
The present deliverable reports on the final implementation of the SMART BEAR Cloud Enabling 
Components and summarises the functionality of the deployed instances in v3, as they are described 
in D4.6 in detail. In particular, this deliverable focuses on the final implementation of the SMART BEAR 
Dashboard and depicts the key functionality and the latest updates of the platform.  

  



D17 - SMART BEAR Cloud Enabling Components v3 

Page 4 

Contents 

1 Introduction .............................................................................................................................................. 6 

2 FHIR Database, non-FHIR Database and APIs ............................................................................... 7 

3 Dashboard (v3)......................................................................................................................................... 8 
3.1 Login ................................................................................................................................................................ ........................ 8 
3.2 Home page ................................................................................................................................................................ ............ 8 
3.3 Patient monitoring ............................................................................................................................................................ 9 

3.3.1 Available patients ................................................................................................................................................................... 9 
3.3.2 Patient management ............................................................................................................................................................ 10 
3.3.3 Interventions........................................................................................................................................................................... 13 
3.3.4 Patient creation ...................................................................................................................................................................... 15 
3.3.5 Exclusion criteria .................................................................................................................................................................. 16 
3.3.6 Baseline Assessment ........................................................................................................................................................... 19 
3.3.7 Patient profiling ..................................................................................................................................................................... 21 
3.3.8 Hearing Loss ............................................................................................................................................................................ 22 
3.3.9 Balance Disorders ................................................................................................................................................................. 22 
3.3.10 Cardiovascular........................................................................................................................................................................ 23 
3.3.11 Mental disorders ................................................................................................................................................................... 23 
3.3.12 Cognitive disorders .............................................................................................................................................................. 24 
3.3.13 Frailty ......................................................................................................................................................................................... 24 
3.3.14 Adverse Events ....................................................................................................................................................................... 25 
3.3.15 Tech Support ........................................................................................................................................................................... 26 

3.4 User types and permissions ....................................................................................................................................... 28 
3.5 Implementation timeline and future improvements ....................................................................................... 28 
 

 

  



D17 - SMART BEAR Cloud Enabling Components v3 

Page 5 

List of Figures 

Figure 1. The login form ................................................................................................................................................................ . 8 
Figure 2. The Home page................................................................................................................................................................ 9 
Figure 3. The patients page ........................................................................................................................................................ 10 
Figure 4. A patient's record ........................................................................................................................................................ 10 
Figure 5. The Device management page ............................................................................................................................... 11 
Figure 6. The ID management page ........................................................................................................................................ 12 
Figure 7. Patient status change ................................................................................................................................................. 13 
Figure 8. Interventions ................................................................................................................................................................. 14 
Figure 9. Examples of target parameters ............................................................................................................................. 15 
Figure 10. Create a patient ......................................................................................................................................................... 15 
Figure 11. Open an Assessment................................................................................................................................................ 16 
Figure 12. The MoCA and Dexterity questionnaires ........................................................................................................ 17 
Figure 13. The patient matches the exclusion criteria.................................................................................................... 18 
Figure 14. Risk of Exclusion ....................................................................................................................................................... 19 
Figure 15. Medical History ......................................................................................................................................................... 19 
Figure 16. Life Habits ................................................................................................................................................................ .... 19 
Figure 17. Questionnaires ........................................................................................................................................................... 20 
Figure 18. The medication tab .................................................................................................................................................. 20 
Figure 19. Patient profiling ........................................................................................................................................................ 21 
Figure 20. Hearing Loss ............................................................................................................................................................... 22 
Figure 21. Balance Disorders .................................................................................................................................................... 22 
Figure 22. Cardiovascular ........................................................................................................................................................... 23 
Figure 23. Mental disorders ....................................................................................................................................................... 24 
Figure 24. Cognitive disorders .................................................................................................................................................. 24 
Figure 25. Frailty ................................................................................................................................................................ ............ 24 
Figure 26. Adverse events ..........................................................................................................................................................  25 
Figure 27. Suspected entities .................................................................................................................................................... 26 
Figure 28. Tech support............................................................................................................................................................... 27 
Figure 29. A patient's tab ............................................................................................................................................................ 27 
Figure 30. End User management ........................................................................................................................................... 28 
 

 



D17 - SMART BEAR Cloud Enabling Components v3 

Page 6 

1 Introduction 

This deliverable includes the final version of the components of SMART BEAR, which include the Data 
Repository developed using FHIR data models, the DSS, along with the non-FHIR database (to store 
non-FHIR data and generate interventions and alerts) and the visualisation component. The 
Dashboard provides clinicians with functionalities to verify that data are collected, monitor the 
inactivity and trigger rule-based interventions for Cardiovascular Diseases. A noteworthy feature of 
v3 is the availability of tools to report adverse events.  
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2 FHIR Database, non-FHIR Database and APIs 

Medical data is stored  following HL7 FHIR standard into the SMARTBEAR HAPI-FHIR database. The 
FHIR database provides clinical standardized  data to the Big Data Analytics (BDA). Other data 
generated by sensors and wearables is stored is the non-FHIR database. Clinical data is stored and 
provided according HL7 FHIR specifications. To prevent uncontrolled use and optimize resources the 
implementation of the HAPI-FHIR  has been configured so that only a subset of the total FHIR 
standard resources can be used. Likewise, since the access has been allowed through an API 
manager, only the allowed endpoints of such operations against the enabled list of resources have 
been activated, by loading them in the tool with definitions in OpenAPI. These components were 
described in detail in the previous versions of this deliverable.  
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3 Dashboard (v3) 

The Dashboard of SMART BEAR is the main UI interface for clinicians. The graphical interfaces allow 
the registration of the patients, the management and assessment of the patient data, the monitoring 
of the measurements by the devices, the investigation of the analytics, along with the interventions 
and alerts for each of the patients that participate in the pilot studies.  
This section is an overview of the dashboard flow users follow. 
 

3.1 Login  
The login page now provides, a Reset password functionality was added to recover the credentials. 
(see Figure 1). 

 
Figure 1. The login form 

 

3.2 Home page 

The Home page is the first one to appear after login and it displays an overview of the statistics related 
to the managed patients. 

A sidebar is provided on the left, which contains the following buttons: 

• Home. It redirects to the Home page 
• Patients. It redirects to the Patients page  
• Inbox. It redirects to the Inbox page  
• GDPR. It redirects to the GDPR page  
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• Tech Support. It redirects to the Tech Support Page 
 

 The current version of the Home page is shown in Figure 3. 

 

 
Figure 2. The Home page 

 

3.3 Patient monitoring 

3.3.1 Available patients 
The Patients page is shown in Figure 3. It opens when the user clicks on the Patients button on the 
left, and the Patients page appears that shows the managed patients. The name and surname of 
patients are not reported (in compliance to GDPR), but patient IDs and their age group are reported 
instead. Also, the   SHOW ,  EDIT  and  DELETE  buttons are present for each patient, and trigger the 
following functionalities: 

• SHOW opens the patient’s record, where all the demographics data, the questionnaires are 
stored in addition to information concerning the IDs and the devices. 

• EDIT allows the user to modify the patient status in a pilot, e.g. if he/she decides to leave the 
project 

The  +PATIENT  button is also present on the upper right corner, which opens the tab for creating a 
new patient. 
 
Also, the recruitment status is reported. It can be ACTIVE, PENDING, RISK OF EXCLUSION, 
WITHDRAWN, EXCLUDED. 
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Figure 3. The patients page 

 

3.3.2 Patient management 
By clicking on the SHOW button next to the patient’s ID, the patient’s record Overview page will appear (see 
Figure 4). In addition to OVERVIEW, DEVICES MANAGEMENT, ID MANAGEMENT, DEMOGRAPHICS, the new 
ADVERSE EVENTS tab is available, which allows users to record an actual or potential adverse event that has 
happened or might happen and the entity that causes it (see section 3.3.14). The Overview and Demographics 
tabs have not been updated with respect to the previous version. 

Figure 4. A patient's record 
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In order to visualise the devices that are allocated to a patient, the clinician must click on the DEVICES 
MANAGEMENT button, and a screen will appear where the Unique Identifier, the Category (e.g. Smart 
Home devices, Smart Blood Pressure monitoring etc.) and the status (ACTIVE, INACTIVE, SUSPENDED) 
for each device is shown (see Figure 5). For example, when a device is allocated the status is set as 
ACTIVE, and it can be changed to INACTIVE or SUSPENDED when the device is damaged or the patient 
decides to withdraw. Also, the  EDIT  and  DELETE  buttons are present for each device, which can be 
used to respectively modify or delete the data about it. A  +DEVICE  button is also present in the upper 
right corner for creating a new device. In compliance with the profiling algorithm, the device types 
are visualized according to the selection made by the clinician (see section 3.3.7). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

In case a patient participates to any synergies, the dashboard provides the Devices Management page 
to insert the IDs that are assigned to HOLOBalance and/or Smart4Health. Click on the ID 
MANAGEMENT button, and a screen will appear where the Unique Identifier, the Scope 
(HOLOBalance, Smart4Health) and the status (e.g. Active) for each ID are shown (see Figure 6). When 
an external ID is assigned, it is also shown on the Patients page Also, the  EDIT  and  DELETE  buttons 
are present for each device, which can be used to respectively modify or delete the data about it. 
A  +EXTERNAL ID  button is also present in the upper right corner for creating a new device. In order 

Figure 5. The Device management page 

 



D17 - SMART BEAR Cloud Enabling Components v3 

Page 12 

to ensure that the app works correcty, all the devices a patient is given should be inserted in this 
screen. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
Notably, in case the patient is excluded or decides to leave the project, a functionality is available for 
the clinicians to change his/her status: click on  EDIT  in the Patient’s page to open the Modify Patient 
form, where the status can be modified, for example from ACTIVE to WITHDRAWN (see Figure 7). 
  

Figure 6. The ID management page 
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3.3.3 Interventions 

Interventions are functionalities that support the delivery of personalized alerts to a patient, based 
on the parameters thresholds to be set. Rule-based interventions are available, for which the user 
can set the thresholds manually. Click on INTERVENTIONS in a patient’s record, then click 
on  +INTERVENTION  to create an INTERVENTION (see Figure 8). Interventions can target a range of 
clinical parameters: see Blood Pressure and BMI, which are triggered when these variables have 
significantly different values (see Figure 9). 

  

Figure 7. Patient status change 
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Figure 8. Interventions 
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3.3.4 Patient creation 
Click on +PATIENT in the Patients page at the upper right corner to open the Create patient form (see 
Figure 10) 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9. Examples of target parameters 

Figure 10. Create a patient 
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3.3.5 Exclusion criteria 

In order to include or exclude a patient from SMART BEAR, fill the demographics, then continue with 
starting the clinical assessment by administering the MoCA and the Dexterity (from the Health 
Utilities Index 3). The steps to begin the clinical assessment are the following: 

1. Click on +ASSESSMENT  and a new Assessment is generated (see Figure 11) 
2. Click on  +ADD  to open the MoCA and the Dexterity questionnaire (see Figure 12) 

 

 
  

Figure 11. Open an Assessment 
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Figure 12. The MoCA and Dexterity questionnaires 
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After completing the Dexterity and the MoCA, the following cases may happen: 

1. If the patient does NOT match the exclusion criteria, a green pop-up appears (see Figure 13), 
the user can click on ACCEPT to accept the patient, otherwise click on EXCLUDE If the patient 
is NOT accepted, all data related to him/her must be deleted according to GDPR.  

2. If the patient DOES match the exclusion criteria, an orange pop-up appears (see Figure 14), 
which shows a warning message. In this case the user can click on DON’T EXCLUDE to accept 
the patient anyway, otherwise click on EXCLUDE. If the patient is NOT accepted, all data 
related to him/her must be deleted according to GDPR. 

 

 

Figure 13. The patient matches the exclusion criteria. 

 

The risk of exclusion alert is shown when the profiling algorithm detects any element (e.g. Dexterity 
score, MoCA score etc.) which might make it difficult for a patient to be active in the study. Anyway, 
if this orange alert appears, it does not necessarily anticipate any particular risk for the patient’s 
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health. Instead, it is conceived for a clinician as an invitation to carefully consider the pros and cons 
of enrolling a patient, and eventually make a decision. 

 

 
Figure 14. Risk of Exclusion 

3.3.6 Baseline Assessment 
The current layout of the MEDICAL HISTORY tab is shown in Figure 15. Medical History is the first tab 
to fill in the Baseline Assessment: Physical Examinations, Life Habits, Medications, Diet Supplements 
and the questionnaires for the general assessment (see Figure 16 and Figure 17). 
Notably, in the case of Medications and Diet Supplements, a button is supported on the upper right 
corner of the respective subsection for creating a new element, 
e.g.  +SUPPLEMENT  and  +MEDICATION . The content of the tab for creating a new Medication was 
updated, in fact a clinician can insert more than one dosage for the same medication. 
 

 
Figure 15. Medical History 

 

Figure 16. Life Habits 
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Figure 17. Questionnaires 

 
Click on   +MEDICATION  open the Register medication tab. The information available in this tab, in 
particular the dosage or days of the week, trigger the related notifications for the patients. The Diet 
Supplements tab works in a very similar way (see Figure 18) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 18. The medication tab 
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3.3.7 Patient profiling 

During the Baseline Assessment, a profiling functionality is available for the users to confirm which 
comorbidities will be monitored. Click orange button in the lower right corner which opens a form, 
where the proposed profile of the patient is shown: select/unselect the comorbidities to be 
monitored, then click on ACCEPT. Consequently, the specific assessment tabs will be activated 
according to the selection. The profiling feature also determines which device types can be assigned 
to a patient (see Figure 19) 

 

 

Figure 19. Patient profiling 



D17 - SMART BEAR Cloud Enabling Components v3 

Page 22 

3.3.8 Hearing Loss 

The Hearing Loss tab is divided into two sub-tabs (see Figure 20): 

1. General Info. This tab is for saving the following data to be collected during the Audiological 
examination: a) Noise Exposure History. The value is measured in dB b) Tympanometry. The 
value is measured in in daPa c) Pure tone audiometry. The value is measured in Pa d) 
Otoscopy. The value can be Abnormal or Normal 

2. Questionnaires. It contains the MoCA and the GHABP questionnaires. 

 
Figure 20. Hearing Loss 

 

3.3.9 Balance Disorders 

The Balance Disorders tab is activated for patients that experience falls or specific symptoms and 
features the following questionnaires: Fall Efficacy Scale International, Activities Specific Balance 
Confidence Scale (ABC), Functional Gait Assessment (FGA), Mini-Balance Evaluation System Test 
(Mini-BEST), Rapid Assessment of Physical Activity (RAPA) (see Figure 21). 

 

 
Figure 21. Balance Disorders 
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3.3.10 Cardiovascular 

This tab is activated for patients the clinicians decide to monitor for Cardiovascular diseases. divided 
into the following tabs: General Info, Observations, Cardiovascular history, ECG, Cholesterol and 
scores. (see Figure 22). 

 

 

3.3.11 Mental disorders 

The Mental Disorders tab is activated for patients with a recorded history of depression or anxiety. It 
features the following questionnaires: Single Item, Sleep Quality Scale, and Geriatric Depression Scale 
(see Figure 23). 

Figure 22. Cardiovascular 
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Figure 23. Mental disorders 

3.3.12 Cognitive disorders 
 

The Cognitive Disorders is activated when the MoCA score is below or equal to 26 (see Figure 24). 

 

 
Figure 24. Cognitive disorders 

3.3.13 Frailty 

The Frailty tab includes the Edmonton Frailty Scale (EFS) questionnaire. It is activated in case a patient 
has a recorded history of weight loss (see Figure 25). 

 

 
Figure 25. Frailty 
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3.3.14 Adverse Events 

The Adverse events form is being actively developed - it will be a tab for clinicians to record any actual 
or potential medical care, research study or other event causing physical injury. The tab will be 
activated when the patient is officially enrolled in the project. This subsection can show the past 
adverse events linked to the patient and provide a form where the clinicians can modify or insert a 
new event of this type.  The clinician will be capable of inserting a suspect entity to be associated to 
this type of event, the suspected entities can be either a device or a medication (see Figure 26 and 
Figure 27). 

 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 26. Adverse events 



D17 - SMART BEAR Cloud Enabling Components v3 

Page 26 

 

3.3.15 Tech Support 

The Tech Support page is a new page that allows clinicians and help desk personnel to monitor 
whether a device works, the patient’s activity and the inactivity time, which can hint at possible 
related problems to be examined by the technical teams. This page also displays a button redirecting 
the users to the device management page (see Figure 28 and Figure 29). 

  

Figure 27. Suspected entities 
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Figure 28. Tech support 

Figure 29. A patient's tab 
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3.4 User types and permissions 

The following roles are currently supported: 

• System Administrator: This role grants access to GDPR requests and End User Management 
(see Figure 30). 

• Clinical Case Manager: This is the most common role, assigned to clinicians, and provides 
access to the following pages: Home, Patients, GDPR, Inbox, and Tech Support. 

• Help Desk Operator: This role grants access to the Home and Tech Support pages and allows 
technical teams to monitor inactivity time. 
 

 
Figure 30. End User management 

3.5 Implementation timeline and future improvements 
An overview of the dashboard implementation timeline is provided here below: 
 

• In version 1 (v1), which was illustrated in M20 with the submission of Deliverables 4.1 and 
D4.2, following pages were provided, that are still online: Home, Patients, Notifications, 
Interventions, Inbox, GDPR. By contrast, some functionalities have been discontinued in the 
following versions in an attempt to harmonize and simplify the process, the Notification page 
was available which allowed clinicians to create and manage notifications. Notably, the only 
available interventions were rule-based ones and targeted Systolic and Diastolic blood 
pressure. 

• Version 2 (v2) was developed and deployed between M21 and M42, and it provided 
functionalities grouped into six pages: Home, Patients, Notebooks, Inbox, GDPR, Tech 
Support. Therefore, the process was significantly simplified for the user and became similar 
to the current experience. As for the deployed novelties, the following were designed for 
clincians: 
 

o The patient’s profiling algorithm was improved, thus users became capable of making 
the final decision regarding the eligibility and the monitoring of a patient, e.g. in each 
specific case, for example when they decide to enrol a patient even if the MoCA 
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threshold is below 26, which is the acceptance threshold. Also, the profiling algorithm 
activates specific tabs and devices according to the selected conditions 

o The clinical data tab was released, which visualizes data collected not only with the 
SMART BEAR devices, but also the HOLOBalance training and the MedX machines 

o The recruitment status menu was implemented, which allows clinicians to keep record 
of patients that withdraw or are excluded 

o The dosage functionality was added to the Medication and Diet supplements tabs, 
which makes users capable of setting the medication amount to be taken over a given 
time period. 
 

Also, the Tech Support table was provided for clinicians and help desk personnel to monitor 
the protocol adherence, and detect possible problems, by measuring the inactivity time of 
devices and motivation of people. This work was also performed in compliance with T3.2 
Interventions.  

 

The current version, which has been developed since M43, features the following improvements: 
• The medication tab, now allows clinicians to set more dosages to be applied to the same 

medication and define time windows to delivery notifications through the app that remind 
patients to take their medications  

• As previously written, the Adverse events tab is online (see section 3.3.14) 
• The available intervention now target other parameters than blood pressure. 

Last, the following functionalities are being implemented: 
• As for the specific tabs of the Baseline Assessment, the Audiograms and a new Balance 

algorithms are currently available in the staging phase 
• New diagrams and charts will be provided, and their positioning will be discussed and decided 

with clinicians. 


